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Definitions

• HYOD
• Here’s  your  own  device

• Most secure of the three
• Tighter device and app controls

• Lock down usage, restrict apps

• BYOD
• Bring your own device

• More secure
• Approved Apps

• Unauthorized 
• No  policy  or  a  policy  that  says  don’t  bring/use  your  own  device

• Unsecure



iphone:# whoami

• Brent Morris 

• Certifications: MCSE, MCSA, CCNA, CCA, APS, A+, ITILv3, CISSP, 
GCIH, GWAPT, GCIA

• Work at VyStar Credit Union

• Information Security Analyst

• Love to take long walks on the beach . . .



Perception



Reality 
Check  Point’s  global  survey  of  786  IT  Professionals  conducted  in  the  US,  Canada,  UK,  Germany  and  Japan.

• Extensive use of mobile devices connected to corporate networks

• 89% have mobile devices connected to corporate networks

• Apple iOS most common devices vs. 2 years ago

http://www.checkpoint.com/downloads/products/check-point-mobile-security-survey-report.pdf

http://www.checkpoint.com/downloads/products/check-point-mobile-security-survey-report.pdf
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75% of users have personal devices but only 10% are 
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What’s  the  risk

Attack Vector Impact
Sophistication/Level of 
Effort Required Mitigation

Malicious App
Total compromise 
of device

Low - but difficult to 
target

Enterprise-controlled App 
Store

Cellular Network
Varies; up to total 
compromies High - but falling Applying software patches

Physical Access: 
Lost/Stolen Device

Loss of data stored 
outside encrypted 
storage areas Low - but increasing

Store data only inside apps 
or partitions that provide 
encryption

Physical Access: Reuse 
After Loss of Control

Total compromise 
of device High User training

Malicious Email/Web Page
Total compromise 
of device

Medium to High -
depends on device Applying software patches

Source: http://www.nsa.gov/ia/_files/factsheets/mobilerisks.pdf

http://www.nsa.gov/ia/_files/factsheets/mobilerisks.pdf
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Attack Vector Impact
Sophistication/Level of 
Effort Required Mitigation

Malicious App
Total compromise 
of device

Low - but difficult to 
target

Enterprise-controlled App 
Store

Cellular Network
Varies; up to total 
compromies High - but falling Applying software patches

Physical Access: 
Lost/Stolen Device

Loss of data stored 
outside encrypted 
storage areas Low - but increasing

Store data only inside apps 
or partitions that provide 
encryption

Physical Access: Reuse 
After Loss of Control

Total compromise 
of device High User training

Malicious Email/Web Page
Total compromise 
of device

Medium to High -
depends on device Applying software patches

Physical Access: 
Malicious/Ignorant Users

Total compromise 
of device Low Don't implement BYOD!!!

Source: http://www.nsa.gov/ia/_files/factsheets/mobilerisks.pdf

http://www.nsa.gov/ia/_files/factsheets/mobilerisks.pdf


Smartphones can and will be used 
against you.



You need a plan



What about these people?
• They still have phones



How someone 
can bypass your 

security

• Dangerous Apps

• Data Exfiltration

• URL Filter bypass



Data Exfiltration 
using iPhone as 

an external drive 
via USB

App Store:

USB Flash Drive +



Data 
Exfiltration: 
iPhone as an 

external drive 
via WiFi

App Store:

Airdrive –Wireless 
Flash Disk



Cydia:
iPhoneBrowser

Data Exfiltration using 
iPhone as an external 

drive with USB



But  we  don’t  allow  
Jailbroken devices

Cydia:

xCon Unblocks iPhone 
Apps with Jailbreak 

Detection



Data 
Exfiltration: 
iPhone as an 

external drive 
via Bluetooth

App Store:

Bluetooth Share



Tethering



Tethering:
iOS Personal 

Hotspot

Built into iOS, just an 
additional carrier cost



Tether to bypass 
URL Filters via 

USB
App Store:

iPhone app 
FlashArmyKnife lets 
you tether for free 

(until Apple finds out)



Tethering via 
USB  cont’d

App Store:

DiscRecorder



Tethering  via  USB  cont’d

Cydia:

• USB tethering with 
Jailbroken Apps
• PDANet

• TetherMe



Cydia:
MiWi

Bluetooth tethering 
for super fast download 
speed and megaburst!!!

Tethering via WiFi
or Bluetooth





WTF



So how do we protect against these 
apps

• Policy (Effective and working policy)

• Tools (Keep it Basic, KISS approach)

• Enterprise MDM  

• Active Directory Group Policy

• Wireless Intrusion Detection

• User Awareness Training

• Create custom alerts/scripts to catch mistakes

• Custom  error  message,  “Don’t  plug  in  that  USB  drive!  Call  
helpdesk”

• Monitor 

• 24/7, 365

• 3rd party

• Continuous



Policy
• Required to define how mobile devices will be used

• Must be practical

• Cover many components of an organization, political and technical

• Get Buy-in

• Senior management 

• HR

• Legal 

• Don’t  be  stuck  shouldering  that  burden

• No Quick Fix

• No template where you can insert *Company Name* 

• http://www.sans.org/security-resources/policies/mobile.php

http://www.sans.org/security-resources/policies/mobile.php


MDM



CIO says block USBs!

• Blocking USB everything?

• Mice 

• Printers

• Cameras

• etc.



Tools: Microsoft
• Restrict Access

• Group Policy

• No local Admins

• Remove/block users from Local Admin group

• Turn off Autorun

• Block external drives

• Block  USB’s

• Monitor for alerts



Tools: Microsoft

• Configure GPO in Active Directory to disable USB drives



Tools: Turn off Autorun

http://support.microsoft.com/kb/967715

http://support.microsoft.com/kb/967715


Tools: Microsoft

GPO to turn off AutoRun and AdHoc WiFi

• http://support.microsoft.com/kb/967715

• http://support.microsoft.com/kb/327489

http://support.microsoft.com/kb/967715
http://support.microsoft.com/kb/327489


Tools: Microsoft

• Monitor for EventID 134 Source: Removable Disk

• Log to SIEM

• Use a Eventlog to Syslog Utility

• Evt2Sys

• https://engineering.purdue.edu/ECN/Resources/Documents/UNIX/evtsys

• Adiscon

• http://www.adiscon.com/en/

• Email alerts

https://engineering.purdue.edu/ECN/Resources/Documents/UNIX/evtsys
http://www.adiscon.com/en/


Tools: Wireless Intrusion Detection
Get a wireless intrusion 
detection system
• Block rogue access points

• Cisco WCS

• Kismet with OpenWRT

• http://sagan.quadrantse
c.com/papers/wireless-
ids/

• http://www.sans.org/rea
ding_room/whitepapers/
detection/inexpensive-
wireless-ids-kismet-
openwrt_33103

http://sagan.quadrantsec.com/papers/wireless-ids/
http://www.sans.org/reading_room/whitepapers/detection/inexpensive-wireless-ids-kismet-openwrt_33103


Tools: Cisco Block WiFi

• Cisco Wireless Access Controller

• Stops wired access points

• Stops spoofed SSIDS

• Stops rogue SSIDS

• Alerts to your SEIM

• Sagan

• www.quadrantsec.com

http://www.quadrantsec.com/


Wireless Rogues

http://www.cisco.com/en/US/docs/wireless/controller
/7.0/configuration/guide/c70sol.html#wp1346429

Tools: Cisco

http://www.cisco.com/en/US/docs/wireless/controller/7.0/configuration/guide/c70sol.html


Block Bluetooth

http://social.technet.microsoft.com/Foru
ms/en-US/winserverGP/thread/ 
ad0b44c2-437c-449e-8a4b-
5db55254108f

http://social.technet.microsoft.com/Forums/en-US/winserverGP/thread/ad0b44c2-437c-449e-8a4b-5db55254108f


Awareness

• Have a Security Awareness Program 

• Train your users

• Cover topics like stuxnet

• Do phishing exercises

• Email campaigns

• USB drops

• Provide security related news

• OUCH Newsletter

• http://www.securingthehuman.org/resources/newsletters/ouch/2013

http://www.securingthehuman.org/resources/newsletters/ouch/2013


Summary
• Smartphones bring in a lot of risk

• Have a good policy

• Use tools to help mitigate the risk

• Have alerts that monitor for irregularities

• Train employees

• Sans Sec575 for deeper dive

• http://www.sans.org/event/sans-2013/course/mobile-device-

security-ethical-hacking

• www.sourceforge.net/p/mobisec

http://www.sans.org/event/sans-2013/course/mobile-device-security-ethical-hacking
http://www.sourceforge.net/p/mobisec


Questions?

Contact:
inkrypto@gmail.com

mailto:inkrypto@gmail.com

