“Facebook” Would Like to
Access Your Contacts

Don’t Allow OK

Thank you iOS 6




BYOD Party Crashers:
How to Protect Against Unauthorized
Access
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Definitions

® HYOD

® Here's your own device

® Most secure of the three
® Tighter device and app controls

® Lock down usage, restrict apps

® BYOD

® Bring your own device
® More secure
® Approved Apps
® Unauthorized

® No policy or a policy that says don‘t bring/use your own device

® Unsecure



iphone:# whoami

® Brent Morris

® Certifications: MCSE, MCSA, CCNA, CCA, APS, A+, ITILv3, CISSP,
GCIH, GWAPT, GCIA

® Work at VyStar Credit Union

® Information Security Analyst

® Love to take long walks on the beach . ..



Perception

! User Access via Unauthorized Mobile Devices

mobile phones or tablets?

None |

More than 80% |
61% to 80% | @,‘ 0
41%1060% — =
21% t0 40% | ' Less than 10%
11%t0 20% |

Data: InformationWeek 2011 Strategic Security Survey of 1,084 business technology and security professionals,March 2011

What percentage of your users do you think access company data or servers using unauthorized or unapproved
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Reality

Check Point’s global survey of 786 IT Professionals conducted in the US, Canada, UK, Germany and Japan.

® Extensive use of mobile devices connected to corporate networks
® 89% have mobile devices connected to corporate networks

® Apple iOS most common devices vs. 2 years ago

http://www.checkpoint.com/downloads/products/check-point-mobile-security-survey-report.pdf
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° Extensive use of mobile devices connected to corporate networks
> 89% have mobile devices connected to corporate networks

° Apple iOS most common devices vs. 2 years ago

® Personal mobile devices that connect to corporate networks are growing
® 65% allow personal devices to connect to corporate networks

® 78% have more than twice as many personal devices on corporate networks vs.2 years
ago

http://www.checkpoint.com/downloads/products/check-point-mobile-security-survey-report.pdf
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® Security risks are on the rise because of Mobile Devices
® 71% say mobile devices have contributed to increase security incidents
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Reality

Check Point’s global survey of 786 IT Professionals conducted in the US, Canada, UK, Germany and Japan.

° Extensive use of mobile devices connected to corporate networks

> 89% have mobile devices connected to corporate networks

° Apple iOS most common devices vs. 2 years ago
° Personal mobile devices that connect to corporate networks are growing

° 65% allow personal devices to connect to corporate networks

° 78% have more than twice as many personal devices on corporate networks vs.2 years ago
e Security risks are on the rise because of Mobile Devices

° 71% say mobile devices have contributed to increase security incidents

° The Android platform is considered to introduce the greatest security risks

® Employee behavior impacts security of mobile data
® 47% report customer data is stored on mobile devices
® Lack of employee awareness ranked as greatest impact

® 72% say careless employees are a greater threat than hackers

http://www.checkpoint.com/downloads/products/check-point-mobile-security-survey-report.pdf
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Reality

Check Point’s global survey of 786 IT Professionals conducted in the US, Canada, UK, Germany and Japan.

° Extensive use of mobile devices connected to corporate networks

> 89% have mobile devices connected to corporate networks

° Apple iOS most common devices vs. 2 years ago
° Personal mobile devices that connect to corporate networks are growing

° 65% allow personal devices to connect to corporate networks

° 78% have more than twice as many personal devices on corporate networks vs.2 years ago
e Security risks are on the rise because of Mobile Devices

° 71% say mobile devices have contributed to increase security incidents

° The Android platform is considered to introduce the greatest security risks
®  Employee behavior impacts security of mobile data

° 47% report customer data is stored on mobile devices

s Lack of employee awareness ranked as greatest impact

®  72% say careless employees are a greater threat than hackers

75% of users have personal devices but only 10% are
managed by a mobile security strategy

http://www.checkpoint.com/downloads/products/check-point-mobile-security-survey-report.pdf
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What's the risk

Sophistication/Level of
Attack Vector Impact Effort Required Mitigation

Total compromise Low - but difficultto  Enterprise-controlled App
Malicious App of device target Store

Varies; up to total
Cellular Network compromies High - but falling Applying software patches

Loss of data stored Store data only inside apps
Physical Access: outside encrypted or partitions that provide
Lost/Stolen Device storage areas Low - but increasing encryption

Physical Access: Reuse Total compromise
After Loss of Control of device High User training

Total compromise Medium to High -
Malicious Email/Web Page of device depends on device Applying software patches

Source: http://www.nsa.qov/ia/ files/factsheets/mobilerisks.pdf
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What's the risk

Sophistication/Level of
Attack Vector Impact Effort Required Mitigation

Total compromise Low - but difficultto  Enterprise-controlled App
Malicious App of device target Store

Varies; up to total
Cellular Network compromies High - but falling Applying software patches

Loss of data stored Store data only inside apps
Physical Access: outside encrypted or partitions that provide
Lost/Stolen Device storage areas Low - but increasing encryption

Physical Access: Reuse Total compromise
After Loss of Control of device High User training

Total compromise Medium to High -
Malicious Email/Web Page of device depends on device Applying software patches

Physical Access: Total compromise
Malicious/Ignorant Users of device Low Don't implement BYOD!!!

Source: http://www.nsa.qov/ia/ files/factsheets/mobilerisks.pdf
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Smartphones can and will be used
against you.

K .




You need a plan




What about these people?

® They still have phones




How someone
can bypass your
security

® Dangerous Apps
® Data Exfiltration
® URL Filter bypass

© AFP/Getty Images




Data Exfiltration
using iPhone as

an external drive
via USB

App Store:
USB Flash Drive +

ull. AT&T 4G

Search

USB Flash Drive +

) ( Curt Schilling
= = §
®
®
S -y FREE
N / WR KW (9)
(=—— =
Details ]| Reviews Related
= > Edit |
Help.doc
- ~
love.mp3
Y
policy.pdf
presentation.ppt
~

USB FLASH DRIVE

Featured Top Charts Genius Search Updates



Data
Exfiltration:
iPhone as an

external drive
via WiFi

App Store:

Airdrive —Wireless
Flash Disk

all. AT&T 4G 4:10 PM &

(m_p
Search Info B

AirDrive - wireless flash disk
Mikhail Lomtev

.
_ FREE

WRRWI (13)

Details )] Reviews Related

5:10 PM
http://192.168.1.10:8080
ftp://192.168.1.10:8081

- - b N &7

Featured Top Charts Genius Search Updates




Cydia:
iIPhoneBrowser

Data Exfiltration using
iPhone as an external
drive with USB

=l iPhoneBrowser (v1.8.1.0)

Functions ~ Edit » View v

Folders on your iPhone
23 empty ~
4 folders

w0 lib

=4 local

4 lock

24 log

1 logs

4 mobile

{1 Applications
=1 Documents

-3 Library

1 Media
4 Applicati

=4 DCIM

g Ms
=4 1008
& 999
4 Downloa
[=-4 Photos
24 Thur
1 Podcast:
4 PublicSt:

1)

[

Goto Location ~| Favorites ~

Ringtones

UI Sounds

edia/DCIM/3934PPLE' Directory

e File Type »

Springboard Images and Settings
‘WinterBoard Themes

SummerBoard Themes

b Image File
es  Unknown File Type

b Image File

Standard Applications
Third-Party Applications

Unknown File Type

Image File

Camera Roll (DCIM)

es  Unknown File Type

Fonts b Image File
IMG_0004. THM 8905 bytes  Unknown File Type
@ IMG_0005.PNG 196.07 kb  Image File 3
File Details

[Auto Preview Enabled ] [ Preview ]




But we don’t allow
Jailbroken devices

Cydia:

xCon Unblocks iPhone
Apps with Jailbreak
Detection

Gaddtips = 11:13 AM « 70%

~
U

AT
g

. . Filesystem Content >

Package Details

1D com.n0OneimpOrant.xcon

Jailbreak Detected - Section Tweaks

App cannot run on a jJalbroken
device 4 Contact poetic_folly >

_o“k 6 Sponsor ModMyi.com >

This package has been signed
Source Information

- ModMyi.com

mmi




Data
Exfiltration:
iPhOne as an

external drive
via Bluetooth

App Store:
Bluetooth Share

all. AT&T 4G

Search

"Details )

A\

Reviews

Related

Bluetooth Share

«

@

> <

Featured _ Top Charts

Genius

Search

Bluetooth Transfer - File / Photo/ Contact Bharing

@@

Updates



Tethering
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u__. T-Mobile 7 9:33 PM Q 729% b

. Settings | P@rsSo - MOTSPOT

’Q‘ To connect using Wi-Fi

Tethering:

1 On your computer, choose

I iPhone from the list of network
| O S Pe rsona l services in your settings.
Hots pOt 2 Enter the password when
prompted.

1 Pair iPhone with your computer.

E To connect using Bluetooth

Built into IOSI JUSt an 2 On iPhone, tap Pair or enter the

additional carrier cost code displayed on your
computer.

3 Connect iPhone to computer.

To connect using USB

1 Plug iPhone into your computer.

-2

2 Choose iPhone from the list of
network services in your
settings.




iPhone app FlashArmyKnife lets you tether
for free (until Apple finds out)

Tether to bypass
URL Filters via
USB

App Store:

iPhone app
FlashArmyKnife lets
you tether for free
(until Apple finds out)

December 26, 2012 7:43 AM



«il. ATE&T 3G O 10:38 PM 100% =

Tethering via
USB cont'd

App Store:

DiscRecorder

e——cci=ill
C B

" > ©

STOP PLAY REC

1

Recorder




Tethering via USB cont'd

will murdaFSM <= 3:09 PM . Sprint & E 10:42 AM
Internet Tethering

(@ Met Version 4.18 Settings TetherMe

Broadcast hotspot from iPhone

Internet Tethering

Cydia:

{4 WiFi HotSpot | OFF

= U S B tet h e rl n g Wlt h Connect to computer's hotspot
Jailbroken Apps () WIFi Client —

Connect using USB sync cable

APN Selection

Automatic

Cellular Data Network

® PDANet
® TetherMe

&7 USB Tether " OFF

@ Free Edition



Tethering via WiFi
or Bluetooth

Cydia:
MiWi

Bluetooth tethering
for super fast download
speed and megaburst!!!

MyWi - (Down: 8.52mb Up: 2.41mb)

-
a®I0F

Bluetooth Tethering (Laptop)

Summary: Bluetooth tethering works well
for a single laptop connection, using the
least battery.

€ Bluetooth Tethering m

k! Advanced Bluetooth

How to Use

For MyWi OnDemand, click Setup above
to get started. You'll need MyWi
OnDemand on both iDevices.

For Bluetooth tethering to your laptop,










So how do we protect against these
apps

Policy (Effective and working policy)

Tools (Keep it Basic, KISS approach)
¢ Enterprise MDM
® Active Directory Group Policy
® Wireless Intrusion Detection
® User Awareness Training
® Create custom alerts/scripts to catch mistakes

® Custom error message, "Don't plug in that USB drive! Call
helpdesk”

® Monitor
® 24/7,365
® 3rd party

® Continuous



Policy

Required to define how mobile devices will be used

Must be practical

Cover many components of an organization, political and technical
Get Buy-in

® Senior management

® HR

® Legal

® Don't be stuck shouldering that burden

No Quick Fix

® No template where you can insert *Company Name*

® http://www.sans.org/security-resources/policies/mobile.php



http://www.sans.org/security-resources/policies/mobile.php
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ClO says block USBs!

® Blocking USB everything?

® Mice o } ’

® Printers @. ‘0 |
@e ‘¢

® Cameras

® etc. ‘

Py
'?5\/




Tools: Microsoft

Restrict Access
® Group Policy
® Nolocal Admins

® Remove/block users from Local Admin group

® Turn off Autorun

® Block external drives
® Block USB's

Monitor for alerts




"Fle Action  View Heb
q--blalw_ﬁ Hol Y

g " Policy
= & Computer Configuration
. Software Settings
7 Windows Settings
Adtmmm Templates: Policy definttions (
L¢ | Control Panel
'S | Microsoft InfoPath 2010 (Machine)
® || Microsoft Office 2010 (Machine)
# | Microsoft PowerPoink 2010 (Machine)
| Microsoft Visio 2010 (Machine)
[ | ] Network
| Printers
[# [ | System
# | Windows Components
", All Settings
@ | Preferences
= #% User Configuration
# ] Policies
# || Preferences

ONRCHEI

‘ All Settings

Removable Disks: Deny execute
access

Edit policy setting

Requirements:
At least Windows 7 or Windows Server
2008 R2

Description:
This policy setting denies execute access
to removable disks,

if you enable this policy setting, execute
access will be denied to this removable
storage class.

1f you disable or do not configure this
policy setting, execute access will be
allowed to this removable storage class.

Setting =

12 Prohibit rollback
(i) Prohibit Task Deletion

|z, Prohibit use of Internet Connection Firewall on your DNS domain ...
|iz] Prohibit use of Internet Connection Sharing on your DNS domain ...

|iz| Prohibit Use of Restart Manager
|1z, Prohibit user configuration of Offline Fies
iz, Prohibit User Installs
\i=, Prompt for credentials on the client computer
|12, Prompt user when a slow network connection is detected
iz Propagation of extended error information
|4 Protection From Zone Elevation
iz, Provide information about previous logons to client computers
|i<| Provide the unique identifiers for your organization
iz, Prune printers that are not automatically republished
|iZ) Qualitative service type
12 Qualitative service type
|2 Qualitative service type
/i Redirect only the default client printer
|i2. Reduce Display Brightness (On Battery)
\iz] Reduce Display Brightness (Plugged In)
i) Refresh Interval of the DC Locator DNS Records
|12, Reglonal Options Policy Processing
/i Regional Options Policy Processing
|i2, Register DNS records with connection-specfic DNS suffix
i2] Register PTR Records
i- Registration Refresh Interval
] Registry Policy Processing
i, Registry policy processing
|iZ, Registry Policy Processing
:g- Reminder balloon frequency
Romndev baloon ifetime
. Remao
Removabb D!skf» Deny read access
i-. Removable Disks: Deny write access
_ Remove "Disconnect” option from Shut Down dialog
|2, Remove Boot | Shutdown | Logon [ Logoff status messages
|i2, Remove browse dislog box For new source
|12 Remove ‘Make Avalable Offline’

: Deny execute access



Tools: Turn off Autorun

DVD RW Drive (E)
' ShellRun-powered CD

[] Always do this for software and games:

Install or run program

Start ShelFun-CD
Published by PHD Computer Consultants Ltd

General options

Open folder to view files
‘ J using Windows Explorer

Set AutoPlay defaults in Control Panel

http://support.microsoft.com/kb/967715



http://support.microsoft.com/kb/967715

Tools: Microsoft

Default User and Computer Settings
Scope | Details Seltings | Delegation |

Default User and Computer Settings
Data collected on: 1/ 18/ 2013 1:54:04 PM
Computer Configuration (Enabled)

Windows Settings
Security Settings
Local Policies/ Security Options
System Services
Wireless Network (802.11) Policies
Disable AdHoc Windows 7
Disable AdHoe

Administrative Templates
FPobcy definbons (ADMX fies) retneved from the central store.



http://support.microsoft.com/kb/967715
http://support.microsoft.com/kb/327489

Tools: Microsoft

® Monitor for EventID 134 Source: Removable Disk

® Logto SIEM

® Use a Eventlog to Syslog Utility
® Evt2Sys

® https://engineering.purdue.edu/ECN/Resources/Documents/UNIX/evtsys

® Adiscon

® http://www.adiscon.com/en/

® Email alerts


https://engineering.purdue.edu/ECN/Resources/Documents/UNIX/evtsys
http://www.adiscon.com/en/

Tools: Wireless Intrusion Detection

Get a wireless intrusion
detection system

® Block rogue access points
CiscoWCS

® Kismet with OpenWRT

® http://sagan.quadrantse
c.com/papers/wireless-

ids/

® http://www.sans.org/rea
ding room/whitepapers/
detection/inexpensive-
wireless-ids-kismet-
openwrt 33103



http://sagan.quadrantsec.com/papers/wireless-ids/
http://www.sans.org/reading_room/whitepapers/detection/inexpensive-wireless-ids-kismet-openwrt_33103

Tools: Cisco Block WiFi

® CiscoWireless Access Controller
® Stops wired access points

® Stops spoofed SSIDS

® Stops rogue SSIDS
® Alerts to your SEIM

¢ Sagan

® www.quadrantsec.com



http://www.quadrantsec.com/

Tools: Cisco
]

CISCO MOMNITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT C(

Security Rogue Policies

* ARA
General Rogue Location Discovery Protocol Allaps W
* RADIUS
Authentication 1200 Seconds
Accounting
Enabled
Fallback [JEnable
b TACACS+ [¥|Enabled
LDAP Warning! Using this feature may have legal consequences. 10
Local MNet Users
Mfﬁ‘c Fllter|r!g Do you want to continue? -178
Disabled Clients
User Login Policies 0

AP Paolicies
Password Policies

¥ Local EAP

Cancel

L. 1|w
¥ Priority Order
. Aute Containment only for Menitor mode APs [#|Enabled
F Certificate
. Rogue on Wire [¥]Enabled
¥ Access Control Lists
. . Using our 3510 [W|Enabled
« Wireless Protection
Policies valid client on Rogus AP [/|Enabled
» Fogue Policies
General AdHoc Rogue &F [#/|Enabled

Rogue Rules


http://www.cisco.com/en/US/docs/wireless/controller/7.0/configuration/guide/c70sol.html

Block Bluetooth

http://social.technet.microsoft.com/Foru
ms/en-US/winserverGP/thread/
adobs4s4c2-437¢-449e-8as4b-
cdbgg5254108f

N ¥
2 M=

*

Bluetooth

Your doing it wrona



http://social.technet.microsoft.com/Forums/en-US/winserverGP/thread/ad0b44c2-437c-449e-8a4b-5db55254108f

Awareness

® Have a Security Awareness Program

® Train your users
® Covertopics like stuxnet
® Do phishing exercises
® Email campaigns

® USB drops

® Provide security related news

® OUCH Newsletter

® http://www.securingthehuman.org/resources/newsletters/ouch/2013



http://www.securingthehuman.org/resources/newsletters/ouch/2013

Summary

Smartphones bring in a lot of risk

Have a good policy

Use tools to help mitigate the risk

Have alerts that monitor for irregularities
Train employees

® Sans Secs7s for deeper dive

® http://www.sans.org/event/sans-2013/course/mobile-device-

security-ethical-hacking

® www.sourceforge.net/p/mobisec



http://www.sans.org/event/sans-2013/course/mobile-device-security-ethical-hacking
http://www.sourceforge.net/p/mobisec

Questions?

THE PEOPLE IN MY
GENERATION DO OUR
WORK ON OUR PHONES

AND TABLETS.

ARE YOU GETTING
A LOT DONE ON THE
GRANDPA BOX?

THE K
WHAT?

\

IL
g :‘\‘,'ég TEXT THE

NINETIES
LAPTOR. b o=
) THEM KNOW.

Dilbert.com DilbertCartoonist@gmail.com
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Contact:
inkrypto@gmail.com
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